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Figure 22: Net Optics System Manager with iBypass Switch

The indicator to the right of the iBypass Switch picture blinks green when the
iBypass Switch is functioning normally. If there is an alarm condition on the iBypass
Switch, the indicator blinks red. If System Manager cannot communicate with the
iBypass Switch, the switch graphic is grayed. Check that the iBypass Switch is con-
nected to the network and verify the configuration information.

Repeat Steps 1-6 for each iBypass Switch you are adding to System Manager.

Tip!
To change the display order of iBypass Switches, click and drag them into the desired order.

Delete an iBypass Switch from System Manager

You can delete an iBypass Switch from System Manager when you remove an iBy-
pass Switch from your network. If you have removed an iBypass Switch from the
network, System Manager continues to poll the iBypass Switch IP address for data
until you delete the iBypass Switch from System Manager.

To delete an iBypass Switch from System Manager:

1. Select the device you want to delete by clicking its icon.
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2. Click Delete in the toolbar.
A confirmation dialog box appears.

3. Click Yes to delete the iBypass Switch from System Manager.

Configure an iBypass Switch from System Manager

Set the configuration parameters of an added iBypass Switch from the Configure
tab.

To configure an iBypass Switch:

1. Click the icon of the iBypass Switch you want to configure.

2. Click the Configure tab.

- Het Optics System Manager (& o
NewNode  New Group Delete Modify Refresh Admin Exit About
[ -1 R — Status Configure ]
T . e Hame “alue
IP Address 10.60.4.92
Met Mask. 255.0.0.0
Manager 192168.01
Gateway 10001
Port Enable Enable
Part & Utilization Threshald (%] 75
Fort B Utilization Threshold (%) 758
Part 1 Utilization Threshald (%) 7
Part 2 Utilization Threshald (%) 75
Fieset Port 4 Peak Rate NO
Rleset Port B Peak Rate NO
Reset Port 1 Peak Rate NO
Fieset Port 2 Peak Rate NO
Rieset Port A Statistics NO
Reset Port B Statistics NO
Reset Port 1 Statistics NO
Fieset Port 2 Statistics NO
Current Date & Time 01/04/1980 071:22:20
Link Fault Detect aFF
Bypass Detect OFF

Figure 23: iBypass Switch Configure Tab

Heart Beat Timeout Period(s]
Heart Beat Retries

Transmit Heart Beat Packet

3
4
0050 C2 3C 6000 0050 C2 3C 6001 &1 37 FF FF 0030

2. Click the value field for the parameter you want to configure.

3. Select an option from the drop-down list or enter a new value from your

keyboard.
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The following table describes the iBypass Switch options on the Configure Tab.

Field Name Description

IP Address IP address of the iBypass Switch; the default IP address is
10.60.0.123. Change the IP address by typing a new one
in the box.

Netmask The netmask; the default netmask is 255.255.0.0. Change

the netmask by typing a new one in the box.

System Manager IP
Address

IP address of either the host PC running System Manager
over a WAN or the third-party SNMP management tool.
Change the IP address by typing a new one in the box.

Gateway IP Address

IP address of the current WAN gateway. Change the
gateway address by typing a new one in the box.

Port Enable

ENABLE/DISABLE the monitor ports.

Port A Utilization
Threshold

Percentage level at which this port use triggers an alarm;
as default the Port A alarm is triggered when Port A ex-
ceeds 50% utilization.

Port B Utilization
Threshold

Percentage level at which this port use triggers an alarm;
as default the Port B alarm is triggered when Port B ex-
ceeds 50% utilization.

Port 1 Utilization
Threshold

Percentage level at which this port use triggers an alarm;
as default the Port 1 alarm is triggered when Port 1 ex-
ceeds 50% utilization.

Port 2 Utilization
Threshold

Percentage level at which this port use triggers an alarm;
as default the Port 2 alarm is triggered when Port 2 ex-
ceeds 50% utilization.

Reset Port A Peak
Rate

This value is NO unless you change it to YES. If you set
it to YES, as soon as the port reset is complete, it returns
to NO.

Reset Port B Peak
Rate

This value is NO unless you change it to YES. If you set
it to YES, as soon as the port reset is complete, it returns
to NO.

Reset Port 1 Peak
Rate

This value is NO unless you change it to YES. If you set
it to YES, as soon as the port reset is complete, it returns
to NO.

Reset Port 2 Peak
Rate

This value is NO unless you change it to YES. If you set
it to YES, as soon as the port reset is complete, it returns
to NO.

Reset Port A Sta-
tistics

This value is NO unless you change it to YES. If you set
it to YES, as soon as the port reset is complete, it returns
to NO.
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Field Name Description

Reset Port B Sta-
tistics

This value is NO unless you change it to YES. If you set
it to YES, as soon as the port reset is complete, it returns
to NO.

Reset Port 1 Sta-
tistics

This value is NO unless you change it to YES. If you set
it to YES, as soon as the port reset is complete, it returns
to NO.

Reset Port 2 Sta-
tistics

This value is NO unless you change it to YES. If you set
it to YES, as soon as the port reset is complete, it returns
to NO.

Current Date & Time

Click the existing date and adjust it with the up and down
arrows.

Link Fault Detect

OFF (Not appllicable to fiber products.)

Bypass Detect

Turn Bypass Detect ON or OFF. In most environments,
Bypass Detect should be OFF.

Heartbeat Timeout
Period(s)

Number of milliseconds (0—100) between Heartbeat Packets
sent from the iBypass unit to a connected monitoring device.
The default is 1 millisecond. If this parameter is set to 0, the
Switch is forced into Bypass Mode.

Heartbeat Retries

Number of heartbeats that do not come back from a device
before an iBypass unit stops sending traffic through that
monitoring device; the default is 3. Heartbeat packets
continue to be sent and if one comes back from the
attached device, traffic flow to the device resumes.

Transmit Heartbeat
Packet

View or change this heartbeat packet. The default is 00 05
c2 3¢ 60 00 00 50 c2 3c 60 01 08 00

The new configuration parameters take effect the next time System Manager polls
the iBypass Switch. If System Manager detects a change when it pools, a circled
arrow appears next to the value until the next polling.

iBypass Switch Information from System Manager

System Manager allows you to view the current iBypass Switch configuration infor-
mation, including the Monitor Port connections.

To view iBypass Switch information:

1. Click the image of the iBypass Switch you want to view in the System Frame.
The following information is displayed.
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TIP!

= let Optics System Manager BE
New Mode  New Group Delete Modify Refresh Admin Exit About: Synchronizing.
Status Configure
) | MName Vakse

T System Status uF
Bypass Mode 10 Gig Fiber Heart Beat Bypass
Pait & Poit Speed 10 Gigabit
Poit B Port Speed 10 Gigabit
Paout 1 Port Speed 10 Gigahit
Poit 2 Port Speed 10 Gigabit
Power Supply 1 Status: OFF
Power Supply 2 Status OFF
Head Beat Packet 0S0C23CE0 0 050C23CE0 1M 3I7FFFF 030 0
Bypass State ON

¥ Poit A Stalistics
Pt & Link Stabus DOWN
Utikzation o
Peak Rate (]
Time Of Peak
Total Packets ]
Tolal Biytes (]
Oversize Packets ]
CRC Packets 0

¥ Poit B Stalistics
Poit B Link Stabus DOWN
Utikzation o
Peak Rate ]
Timne OF Peak

Total Packets ]

Figure 24: iBypass Switch Status Tab

The Status tab is a read-only list of information from the iBypass Switch. Use the
scroll bar and arrows to view the entire list if necessary.

Fields that have been updated since the last refresh display with a circle and arrow
just to the left of the value field.

The following table describes the status fields.

Field Description

System Status UP/DOWN

Bypass Model Fiber Heartbeat Bypass Model Number
Port Speed 10 GIGABIT

Power Supply 1, 2 OFF or ON
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Field

Description

Heartbeat Packet

Default Heartbeat packet which can be loaded using the "reset
defaults" command, or manually configured using the CLI.

The CLI command is "set txpacket xx-xx-xx-xx-etc. The
txpacket command must be a single line so it is a long
long data type.If you remove all the carraige returns and
comments (in parentheses) from the data below, you can
use it to configure the heart beat packet from the CLI.

The first 12 bytes are the source and destination addresses.
They are followed by a sequence of bytes that define the
packet type. The payload bytes are all 0's and the last four
bytes are the packet checksum (CRC).

set txpacket

00-50-c2-3c-60-00- (source address)
00-50-c2-3c-60-01- (destination address)
81-37-ff-ff- (packet type)
00-30-00-00-

00-00-40-04-

ec-a2-c6-13-

01-02-c6-13-

01-01-00-00-

00-00-00-00- (payload bytes)
00-00-00-00-

00-00-00-00-

00-00-00-00-

00-00-00-00-

00-00-00-00-

a0-07-37-99 (CRC)

Bypass State

ON or OFF; see Chapter 1 for details.

Total Packets

Total number of packets that have passed through the
iBypass unit since the last reset. When this value changes,
a circled arrow appears next to the value to alert you to the
change; if polling produces the same total packet result
twice in a row, the circled arrow disappears.

Total Bytes

Total number of bytes that have passed through the iBypass
unit since the last reset. When this value changes, a circled
arrow appears next to the value to alert you to the change;
if polling produces the same byte total twice in a row, the
circled arrow disappears.
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Field

Description

Oversized Packets

This function tracks the number of oversized packets since
the last reset. The Ethernet specification requires that no
packet be larger than 1518 bytes (including checksum).

Any packet that is larger than this is flagged as an error and
discarded. These packets are also sometimes referred to

as “Jabbers”. Packets too big are almost always caused by
faulty hardware. The network adapter card on a link showing
a high rate of oversized packets should be replaced. Sup-
port IEEE 802.1q

CRC Packets

This function tracks the number of CRC errors since the last
reset. MAC Frame CRC errors are the most common. Ether-
net packets are encapsulated in a MAC frame that contains
a preamble, and a post-envelope CRC check. The Ethernet
adapter on the sending station creates the preamble, inserts
the packet data (addressing, protocol, data, etc.), calculates
a CRC checksum and inserts it at the end of the packet. If
the receiving station determines that the checksum is incor-
rect, the packet is assumed to be bogus and is discarded.

MAC frame CRC errors are typically caused by faulty
cabling. If the cabling connecting an Ethernet Adapter or
hub is faulty, the electric connection may be on and off
many times during a transmission. This on-and-off state can
interrupt parts of a transmission and damage the signal. If
the signal is interrupted partially during transmission, the
CRC checksum that was calculated by the network adapter
is longer valid and the packet is flagged as a CRC error and
discarded.

CRC errors are common on a busy network, and a small
percentage does not reflect a network problem. When the
percentage is large, or when a single station shows a larger
percent CRC errors, there is probably a problem.

Modify an iBypass Switch Name or Address from System

Manager
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There are two ways to modify an iBypass Switch name or address. Either change
them from the Configuration Tab for the device, or use the Modify option in the
menu. The second method is described here..

To change a switch name or IP address from the Modify iBypass Switch dialog:

1. In the System Frame, select the image of the iBypass Switch you want to change.

2. Click Modify in the toolbar. The Modify iBypass Switch dialog displays (see
below).

= Save Change

- | Cancel

Figure 25: Modifying the iBypass Switch

3. Change the name or IP address of the iBypass Switch.
4. Optionally add notes.

5. Click Save Change.

Change a Heartbeat Packet from System Manager
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The heartbeat packet for a 10 GigaBit iBypass Switch can be configured. To change
the default packet from the System Manager main menu, click Transmit Heartbeat
Packet and change the values.

Unistalling System Manager

If available, it is highly recommended that software be uninstalled through this op-
tion of Windows.

1. Click the Start menu button and navigate to Settings/Control Panel.
2. Double Click Add/Remove Programs.

3. Locate the Net Optics System Manager icon and click "Install/Uninstall" or
"Change and Remove Programs buton.

4. Follow the instructions provided through the software wizard.

5. Upon completion some directories may need to be removed by hand.
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Appendix A
Specifications and Models

Specifications
Electrical

Power Supply Input
100-240VAC, 0.5A, 47-63Hz

Power Supply Output
12V, 5A

Environmental

Operating Temperature
0°Cto40°C

Storage Temperature
-10°C to 70°C

Relative Humidity
10% min, 95% max, non-condensing

Mechanical

Dimensions
1.350” high x 12.435” deep x 8.75”

IBPO-HBSR-XFP and IBPO-HBLR-XFP Connectors
(1) DB9 (RS232 configuration port)
(1) RJ45 (management port)
(2) XFP (monitoring ports)
(2) SR LC (network ports) or (2) LR LC (network ports)

Indicators
(1) 2x16 Character LCD
(4) Link LEDs (Fiber Model)
(4) Threshold Alarm LEDs
(2) Power LEDs
(2) Bypass Mode LEDs
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Optical SR Fiber Type
Fiber Type: Corning Multimode 62.5/125um, wavelength 850nm

10 GigaBit iBypass Switch with Heartbeat

Split Ratio | Network Port Insertion Loss | Monitor Port Insertion Loss

60/40 1.25dB 1.25dB

50/50 1.25dB 1.25dB

Optical LR Fiber Type
Fiber Type: Corning Singlemode 8.5/125um, wavelength 1310nm

Split Ratio | Network Port Insertion Loss | Monitor Port Insertion Loss

60/40 1.25dB 1.25dB

50/50 1.25dB 1.25dB

Transceiver Specifications
10 GigaBit SR 850nm, VCSEL
10 GigaBit LR 1310nm, Laser

Split Ratios (Fiber Model)
60/40, and 50/50

Software

iBypass Command Line Interface
Any terminal emulation software

Web Manager
Any browser

Net Optics System Manager
Windows 98, Windows 2000, Windows XP

Certifications
Fully RoHS compliant

Available Models

Models
IBPO-HBSR-XFP iBypass Switch with Heartbeat and XFP ports
IBPO-HBLR-XFP iBypass Switch with Heartbeat and XFP ports

Accessories
RK-iTP2 Two slot rack-mount panel
XFPKT-SR or XFPKT-LR XFP Kits, including cables
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Appendix B
Command Line Interface

iBypass Switch CLI Syntax

This Appendix contains information about the syntax to be used with each CLI
command. Commands include:

e Help
e Set
* Reset
e Show
¢ Echo
e Display
Command | Sub-Command | Syntax Description
Help Set help set Displays the set command
options
Reset help reset Displays the reset command
options
Show help show Displays the show command
options
Echo help echo Displays the echo command
options
Display help display Displays the display com-
mand options
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Command | Sub-Command | Syntax Description
Set IP set ip <address> Where <address> is the ip
address of the iTap
Netmask set netmask Where <address> is the ip
<address> address netmask
Gateway set gateway Where <address> is the ip
<address> address of the gateway
Manager set manager Where <address> is the
<address> ip address of the remote
manager
Parameter set parameter Where <parameter> is
<parameter> 64 = Disable monitor ports

96 = Enable monitor ports
(other variables not applicable)

Threshold Port | set threshold Where <port ID> is Aor B
<port ID> and <parameter> is 0 to
<parameter> 100% of available bandwidth

Time set time Where <date & time> is
<date & time> mm/dd/yyyy-hh:mm:ss

Username set username Where <username> is the
<username> authorized user's name, 8

characters or less

Password set password Where <password> is the
<password> authorized user's password,

8 characters or less

TX packet XX-XX-XX xx are bytes of HB packet
separated by (-), include
valid CRC

48



L 4

[\ [10ptics® 10 GigaBit iBypass Switch with Heartbeat
Command | Sub-Command | Syntax Description
Reset Peak reset peak Where <port ID>is Aor B
<port ID>
Statistics reset statistics port | Where <port ID>is Aor B
<port ID>
Storage reset storage Resets configuation to fac-
tory defaults
Show Set show set Displays currents settings
Status show status Displays iTap status
Statistics show statistics Where <port ID>is Aor B
<port ID>
Power show power Displays power status
Display show display Displays the display setting.
Display OFF disables remote
interfaces and front panel
LCD
User show user Displays current user logged
into the CLI
Echo n/a echo <on/off> Echo off stops typed charac-
ter from being displayed on
the screen
Display n/a display Toggles the front panel
display and remote interface
on and off

Configuring the Heartbeat

Note:

From the CLI, you can set:

Command | Sub-Command

Syntax

Description

Set Timeout

Set Timeout

Timeout period <0-100>

Retry

Set Retry count

Retry <0-255>

The default values for Timout and Retry are 1 ms and 3 packets. This makes the
Bypass Switch go to bypass mode in 3x1 ms=3ms if no Heartbeat packet is detected.

If customer equipment latency exceeds 3ms, then the Bypass Switch will go into bypass
mode before it detects the first Heartbeat packet. Customers should change one or both
of the above default parameters to the higher number to avoid this behavior.
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Limitations on Warranty and Liability

Net Optics offers a limited warranty for all its products. IN NO EVENT SHALL NET OPTICS, INC.
BE LIABLE FOR ANY DAMAGES INCURRED BY THE USE OF THE PRODUCTS (INCLUD-
ING BOTH HARDWARE AND SOFTWARE) DESCRIBED IN THIS MANUAL, OR BY ANY
DEFECT OR INACCURACY IN THIS MANUAL ITSELF. THIS INCLUDES BUT IS NOT LIM-
ITED TO LOST PROFITS, LOST SAVINGS, AND ANY INCIDENTAL OR CONSEQUENTIAL
DAMAGES ARISING FROM THE USE OR INABILITY TO USE THIS PRODUCT, even if Net
Optics has been advised of the possibility of such damages. Some states do not allow the exclusion
or limitation of implied warranties or liability for incidental or consequential damages, so the above
limitation or exclusion may not apply to you.

Net Optics, Inc. warrants this Tap to be in good working order for a period of ONE YEAR from the
date of purchase from Net Optics or an authorized Net Optics reseller.

Should the unit fail anytime during the said ONE YEAR period, Net Optics will, at its discretion,
repair or replace the product. This warranty is limited to defects in workmanship and materials and
does not cover damage from accident, disaster, misuse, abuse or unauthorized modifications.

If you have a problem and require service, please call the number listed at the end of this section and
speak with our technical service personnel. They may provide you with an RMA number, which must
accompany any returned product. Return the product in its original shipping container (or equivalent)
insured and with proof of purchase.

Additional Information

Net Optics, Inc. reserves the right to make changes in specifications and other information contained
in this document without prior notice. Every effort has been made to ensure that the information in
this document is accurate. Net Optics is not responsible for typographical errors.

THE WARRANTY AND REMEDIES SET FORTH ABOVE ARE EXCLUSIVE AND IN LIEU OF
ALL OTHERS, EXPRESS OR IMPLIED. No Net Optics reseller, agent, or employee is authorized
to make any modification, extension, or addition to this warranty.

Net Optics is always open to any comments or suggestions you may have about its products and/or
this manual.

Send correspondence to

Net Optics, Inc.

5303 Betsy Ross Drive

Santa Clara, CA 95054 USA

Telephone: +1 (408) 737-7777

Fax: +1 (408) 745-7719

Email: info@netoptics.com/Internet: www.netoptics.com

All Rights Reserved. Printed in the U.S.A. No part of this publication may be reproduced, transmit-
ted, transcribed, stored in a retrieval system, or translated into any language or computer language,
in any form, by any means, without prior written consent of Net Optics, Inc., with the following
exceptions: Any person is authorized to store documentation on a single computer for personal use
only and that the documentation contains Net Optics’ copyright notice.
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