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Has Your Network Outgrown SPAN Ports?

Tap Into Accessibility

To eliminate the shortcomings
previously described
regarding SPAN ports, the
use of network Taps provide
a new level of access and
flexibility. A Tap is a fully
passive device that is placed
within a network link between
two network devices, for
example a switch and

router. It replicates a copy

of the traffic to a monitoring
tool such as a protocol
analyzer without affecting
the network traffic in any
way. The monitoring tool
sees a true copy of 100
percent of the traffic, with no
dropped frames no matter
how fast or highly utilized the
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link is. There is no possibility for missed packets of importance, such as the microburst traffic
generated by financial institutions’ market data and trading systems.

Important Tap characteristics include:

« Traffic timing is preserved, so the monitoring tool can accurately measure interframe
gaps of time-sensitive traffic like VolP and streaming video.

« Taps are fault-tolerant: they do not affect link traffic even in the absence of power. In
fact, optical Taps do not require power at all, saving energy and outlet space.

« Taps are secure because they have no IP addresses.

Another important advantage of Taps is that they require minimal configuration. For example
a security administrator who requires access to a specific link does not need the administrator
responsible for the switch to reconfigure anything. Reconfiguration issues are not a
determining factor and time to resolution is optimized.

Other features that enhance the overall Tap-based solution include:

« Regeneration Taps - create identical copies of the link traffic to multiple ports,
eliminating contention between different groups that need access simultaneously.
« Aggregator Taps - combine traffic from multiple links, and from both directions on full-

duplex links,

so a monitoring tool can see more traffic through a single network interface card (NIC).
= A new generation of Taps that provide RMON statistics and filtering functions, creating
a richer automated and manageable environment.
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Build The Access Ready Network X

Taps and SPAN ports may both have a place in a complete enterprise

monitoring infrastructure, because of the range of monitoring requirements ¥ M AP
and different costs and benefits. Best-in-class organizations are building
in monitoring access as a fundamental building block of the network
architecture, anticipating monitoring needs before issues arise. The ability
to integrate distributed monitoring tools to collect and correlate input from multiple probes and Taps

strategically placed throughout the network, gives them an on-going, proactive monitoring capability
across the entire network.

Monitoring Access Platform®

The combination of monitoring tools with access devices that are built into the network infrastructure can
be thought of as a Monitoring Access Platform or MAP. Organizations ensure that their MAP supports
current and anticipated monitoring needs, because they know that ad hoc solutions implemented on an
as-needed basis are more costly and less efficient than building in a solid platform up front.

Bottom Line Value

Given the value of high-performance networking in today’s organizations, keeping the

network up, responsive, and secure is mission critical. This objective is achieved with a

monitoring plan that gives administrators the ability to proactively respond to anomalies, [
secure the network, enforce compliance rules, and plan for growth. A Monitoring Access
Platform that is integrated within the network infrastructure makes use of all forms of
passive Taps and filtering capabilities to give enterprise-class monitoring tools visibility « c -
across the entire network. > W€

Where SPAN ports come up short in today’s converged data, voice, and video networks

due to dropped packets, loss of timing information, and configuration complication,

Taps provide the highest level of visibility and the fewest deployment issues, enabling
monitoring tools to leverage their full capabilities. With complete monitoring access across
the enterprise, administrators have the help they need to make the network an asset that
continuously adds value to the organization’s bottom line.
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Contact Net Optics for a white paper that explains how a Monitoring Access Platform increases network
administrator efficiency and leverages investments in expensive network monitoring tools.

For further information on Tap technology:
http://www.netoptics.com

Net Optics, Inc.

5303 Betsy Ross Drive

Santa Clara, CA 95054

(408) 737-7777

info@netoptics.com
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party or used except for the purpose of the recipient providing a service to Net Optics Inc. or for the benefit of Net Optics Inc. Your retention, possession or use of this information constitutes
your acceptance of these terms. Please note that the sender accepts no responsibility for viruses and it is your responsibility to scan attachments (if any).



