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Multiply the Power of Your Monitoring Tools
Solution Brief

do get beyond the networkôs intelligence from time to timeðespecially with hackers and criminals doing 
their worst 24 x 7ðand incidents can quickly grow to major problems if not discovered and remediated 
quickly. 

One Method of providing monitoring access is often through Span ports built into network switches. 
An administrator simply reconýgures the switch to send copies of trafýc of interest to a spare switch 
port for monitoring purposes. This technique potentially makes a single tool available to any of the links 
accessible by the switch. While Span ports still have a place in todayôs monitoring access platform, their 
effectivity has shrunk considerably due to several factors:

	 Å	 The need for administrator time, a maintenance window, and permission to reconýgure the 		
		  network makes Span use burdensome and untimely 
	 Å	 The use of a port for Span means loss of revenue that could be generated on that port 
	 Å	 Span ports are not guaranteed to reþect 100 percent of the trafýc of interest; they drop Span 
		  trafýc when other demands on the switch grow too high, which is often true on todayôs highly 
		  utilized switches; and Span ports simply canôt keep up with high-speed 1 Gigabit and 10 Gigabit 		
		  trafýc

For these reasons, Span port access 
has been largely replaced by use 
of  test access ports or Taps that 
are installed in-line with the link that 
needs to be monitored. As dedicated 
devices, Taps are guaranteed to send 
the monitoring device 100 percent of 
all the trafýc on the linkðeven Layer 
1 and Layer 2 errors that Span ports 
would scrub out, and which are often 
important trouble-shooting clues. 
Moreover, Taps are totally secure 
and passive devices: they have no IP 
addresses and so are invisible to the 
link, and they do not affect the trafýc 
þowing through the link, even if power 
is removed from the Tap. In fact, Taps 
for optical links do not consume any 
power at all, a signiýcant beneýt for the 
green data center.

Get The Access-Ready Solution
As it has grown to be the dominant access method for monitoring high-performance networks, Tap 
technology has evolved to incorporate a variety of valuable and innovative features. Each Director 
chassis brings together the best of all of these features in a single access-ready solution:
 
	 Å	 Four 10-Gigabit XFP ports and 34 1-Gigabit ports with aggregating capability
	 Å	 In-line and Span network modules 
	 Å	 SFP monitor port interface, supports regeneration and media conversion
	 Å	 Low-latency, hardware-based TapþowÊ ýltering
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trafýc from all layers by speciýc protocol types




